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Key Findings:

• Bharti Airtel disclosed less about policies and 
practices affecting freedom of expression and 
privacy than most other telecommunications 
companies evaluated.

• It disclosed almost no information about its policies 
for responding to network shutdown demands from 
the Indian government, despite the increasing 
number of these types of requests and the 
significant human rights risks they pose. 

• The company disclosed more than most of its peers 
about its grievance and remedy mechanisms, 
since Indian law requires companies to offer users 
redress.

Key Recommendations:

• Disclose more about network shutdowns. Bharti 
Airtel should disclose information about its policies 
and practices for handling government demands to 
shut down networks, and commit to push back on 
such requests.

• Be transparent about external requests. The 
company should disclose information about its 
processes for responding to government and 
private requests to block content or restrict 
accounts and to hand over user information.

• Clarify security policies. Bharti Airtel should 
disclose more about its security policies and 
practices, including its processes for responding to 
data breaches.

Analysis  

Bharti Airtel ranked seventh out of the 10 telecommunications 
companies evaluated, disclosing less than most of its peers 
about policies and practices affecting freedom of expression 
and privacy.1 The company made a slight improvement to 
its privacy commitments by disclosing employee training 
on security practices and that it monitors employee access 
to user information. Notably, Bharti Airtel received one of 
the highest scores in the Index for its grievance and remedy 
mechanisms (G6), as Indian law requires service providers to 
have redress mechanisms in place.2 However, the company 
continued to disclose less than any other telecommunications 
company in the Index about policies affecting freedom of 
expression. Freedom House rates the internet environment in 
India as “Partly Free,” noting a sharp increase in the number of 
government orders to shutdown networks.3 Still, the company 
disclosed little about its policies for responding to these types 
of government demands. While Indian law prevents companies 

from disclosing information about specific government 
content restriction and shutdown orders, there are no legal 
obstacles preventing companies from disclosing policies 
for responding to these requests or from having a policy of 
notifying users about these actions.

About Bharti Airtel Limited

Bharti Airtel Limited provides telecommunication systems 
and services worldwide, including in India, South Asia, and 
Africa. The group delivers a variety of fixed and mobile voice 
and data telecommunications services across these markets. 

Market Cap: USD 26.1 billion4  
BSE: 532454 
Domicile: India 
Website: www.airtel.in 

1 The research period for the 2018 Index ran from January 13, 2017 to January 12, 2018. Policies that came into effect after January 12, 2018 were not evaluated 
in this Index. For Bharti Airtel’s performance in the 2017 Index, see: https://rankingdigitalrights.org/index2017/companies/bhartiairtel.
2 “Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011” (Ministry of Communica-
tions and Information Technology, April 11, 2011), http://meity.gov.in/sites/upload_files/dit/files/GSR313E_10511(1).pdf.
3 “Freedom on the Net” (Freedom House, November 2017), https://freedomhouse.org/report/freedom-net/2017/india.
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Governance    17%

Bharti Airtel scored poorly in the Governance category, 
placing in the bottom half of all telecommunications 
companies evaluated. While it has a corporate social 
responsibility program that stresses the importance of 
a “responsible business approach” addressing “every 
dimension of how business operates in the social, cultural, 
and economic environment,”5 the company demonstrated 
weak commitments to users’ freedom of expression 

and privacy rights. While scoring less than most other 
telecommunications companies on all governance indicators, 
it outperformed most of its peers on disclosure of grievance 
and remedy mechanisms (G6). Notably, Bharti Airtel tied 
for second place with Vodafone for grievance and remedy 
mechanisms (G6), as Indian law requires service providers to 
have grievance officers and redress mechanisms in place.6  

Freedom of Expression    9%

Bharti Airtel disclosed less than any other 
telecommunications company about policies affecting 
freedom of expression. 

Content and account restriction requests: Like most of its 
peers, Bharti Airtel disclosed nothing about how it handles 
and complies with government and private requests to restrict 
content or accounts (F5-F7). Indian law forbids disclosure of 
specific government orders to block content,7 but nothing 
prevents companies from disclosing processes for handling 
these types of requests, or from having a clear policy of 
notifying users when they restrict or block content that users 
publish, transmit, or attempt to access (F8). 

Network management and shutdowns: Airtel India disclosed 

little information about its network management policies 
(F9) or about its policies and practices related to network 
shutdowns (F10). The company lost points for disclosure 
of its network management practices, since its previously 
disclosed zero rating program was no longer in effect 
(F9). While Indian law prevents companies from disclosing 
information about specific government shutdown orders,8 
there is no legal obstacle to disclosing company policies for 
evaluating and responding to shutdown requests, or from 
having a policy to notify users about shutdowns.

Identity policy: Airtel India disclosed that it requires pre-paid 
mobile users to provide government-issued identification 
(F11), as required by law.9

Bharti Airtel disclosed little about policies affecting users’ 
privacy, disclosing more than only MTN, Etisalat, and Ooredoo, 
the lowest-scoring companies in this category.

Handling of user information: Airtel India disclosed less 
than most other telecommunications companies about how 
it handles user information, but more than MTN South Africa, 
Etisalat UAE, and Ooredoo Qatar (P3-P8). It disclosed some 
information about what types of user information it collects, 
shares, and for what purpose (P3, P4, P5), but nothing about 
how long it retains this information (P6). The company also 
failed to disclose whether it enables users to control what 
information about them is collected and shared, or if users 
can obtain the information the company holds about them 
(P7, P8).

Requests for user information: Like most other 
telecommunications companies, Bharti Airtel disclosed little 
about how it handles government and private requests for 
user information (P10-P11). Indian law prevents companies 
from publishing data on government requests for user 
information but does not prevent them from disclosing their 
processes for responding to these requests.

Security: Airtel India scored above the telecommunications 
company average on these indicators, on par with América 
Móvil’s Telcel and Orange France (P13-P18). The company 
slightly improved its disclosure of policies limiting employee 
access to user data (P13), however it offered no information 
about its policies for addressing security vulnerabilities (P14) 
or for responding to data breaches (P15).

Privacy    18%

4 Bloomberg Markets, Accessed February 26, 2018, https://www.bloomberg.com/quote/BHARTI:IN.
5 “Sustainability,” Airtel India, accessed March 14, 2018, http://www.airtel.in/sustainability-file/home.html.
6 “Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011” (Ministry of Communica-
tions and Information Technology, April 11, 2011), http://meity.gov.in/sites/upload_files/dit/files/GSR313E_10511(1).pdf.
7 “Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) Rules, 2009” The Centre for Internet & Society,
http://cis-india.org/internet-governance/resources/information-technology-procedure-and-safeguards-for-blocking-for-access-of-informa-
tion-by-public-rules-2009.
8 “License Agreement for Provision of Internet Services” (Government of India Ministry of Communications & IT), accessed March 14, 2018, “License Agreement 
for Provision of United Access Services after Migration from CMTS” (Government of India Ministry of Communications & IT, December 3, 2009), and “License 
Agreement for Unified License” (Government of India Ministry of Communications & IT), accessed March 14, 2018.
9 “Subscriber Verification,” Department of Telecommunications, accessed March 14, 2018.


